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LAS VEGAS- What kind of person would unleash a data-damaging virus onto the computers of complete strangers? 

Just about anyone, according to Sarah Gordon, who profiles creators of cyber-epidemics for IBM's Thomas J. Watson Research Center. 

"Who writes viruses?" Gordon asked a roomful of hackers and information protection specialists Wednesday at the Black Hat Briefings computer security conference at Las Vegas' garishly elegant Venetian hotel-casino. 

"We all know it's evil, unethical, maladjusted teenagers with no social lives, absent parents, and too many Danzig CD's, right?"

Wrong. 

According to Gordon's research, including a study of 80 active virus writers, most have normal social lives, get along just fine with family and friends, and generally mean no harm. "All these stereotypes really don't make it," she said.



See also: Only You Can Prevent Cybercrime 


The virus writers in Gordon's study range from teenagers to college students to professionally employed grown-ups. Most lose interest as they get older; adults who remain in the "virus underground" do tend to have a few social problems, said Gordon. 

Otherwise, the only evident pattern she has found among virus writers is that they tend to be intelligent, educated, and male. Given the tools required for their trade, common sense also suggests that most probably live in households with middle-class or better incomes. 

Female virus writers are few and far between -- so far Gordon has encountered only five. 

Why would anyone want to create a program whose only purpose is to replicate itself and damage other people's data? Deliberately malicious virus scribes are rare, said Gordon. Most don't realize how easily their creations can spread and the harm they can cause.

She has received calls from students who have created viruses as a research project, only to see them accidentally infect their entire school's system.

"People write viruses to feel empowered," she said. Some say they are motivated by pure curiosity; others claim it's a kind of free speech; and some say it's just harmless fun that doesn't really affect anyone. 

Some are trying to show software developers the flaws in their programs, in order to force them to create better products, said Gordon. 

There are also political virus writers who write programs that merely display a key word such as Macedonia, their creators' names, or the name of a group on screen as a way of marking turf -- a kind of cyber-graffiti. 

And then there are the cyber-Unabombers who spread viruses to demonstrate the downside of modern society's dependence on technology. 

For more than a decade there have been computer bulletin boards where virus devotees could exchange programs. To make it even easier to build cyber-infections, there is now an abundance of sites where virus aficionados can chat, swap code, and even download virus kits. 

That's bad news, he points out, in an era when networked computers -- to say nothing of the Internet -- mean that viruses can spread faster and further than ever before. 

Still, there's no need for panic, according to Gordon. Though some 40,000 known viruses exist, only about 300 significantly impact users, she said, and most of those can be handled by good anti-virus software. 

"Most people write viruses that will never affect you." 

Hot on the trail of virus writers

Computer viruses can range from annoying to devastating. While thousands of researchers toil to thwart the creations of virus writers, very little has been done to investigate who these shadowy figures are and why they do what they do. Much of it is the work of Sarah Gordon, who has studied virus writers since 1992. Gordon, "40-ish," was working in a youth crisis center doing counseling on the day in 1990 when she got her first computer virus. Her fascination with what had happened led her to the University of Iowa to study ethics and technology. After writing several influential papers, she ended up at IBM's T.J. Watson lab in New Jersey, where important virus work was being done. She moved to software maker Symantec in October and studies virus writers and cyber-terrorism. In an interview with USA TODAY's Elizabeth Weise, Gordon profiles the people behind the tech plagues:
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Q: Who writes viruses?
A: There really isn't a generic virus writer. There are pre-adolescents, teenagers, college students, grown-ups working in corporate environments. They are mostly male, although female participation is increasing. It's difficult to say how "intelligent" a group of people is when they are so varied — and "intelligence" can be defined many different ways, can't it? As for socioeconomic status, it's pretty much across the board as well. If I had to pull out characteristics, I'd say predominantly male. .. generally 13 to 26. .. (with) normal relationships with peers.. .. I must stress that stereotypes much beyond this could stifle solving the problem.

Q: What motivates them?
A: Virus writers are motivated by a number of factors. Among them (are) the desire for recognition, a perceived technical challenge, peer pressure and desire to fit in, revenge, social-political causes, a desire to demonstrate weakness in the technologies, curiosity, etc.

Q: What deters them?
A: When some kids somewhere are arrested or their houses raided — and it's reported in the media — we find a decrease in viruses in the wild. But there has to be a fairly fast and immediate impact of consequence and punishment. That's how young people learn. For example, in the David Smith case (the creator of the Melissa virus), it's been a long time since he was arrested and found guilty (December 1999), but he still hasn't been sentenced.

Q: Does that mean we should have stronger laws against virus writing?
A: No. At DefCon (an annual hacker conference), we asked people if it became illegal to write viruses, would it make them more or less likely to write them. Even the people who didn't think it was cool to mess with viruses said if someone told them they couldn't do it, they'd be more likely to do it. Legislation isn't the answer.

Q: Then what is?
A: One of the big things that will really help turn the problem around will be for it to become lame and uncool to write viruses. It still has a certain coolness factor. We also need to start educating kids at a very young age, even in kindergarten, and we need ethics as part of the computer science curriculum. We also need to factor in accountability for parents. You don't just send your child into their room to play on the computer; computers are not babysitters. I know some parents of virus writers who know what their kids are doing and don't think there's any problem with it.

Q: Are virus writers trying to hurt people?
A: It's an interesting phenomenon. They often feel they don't have any real-world impact. Young people who put viruses up on the World Wide Web don't perceive them as their responsibility. If they label them "for research purposes only," they feel they're absolving themselves of responsibility.

Q: Why is there that "it's not my fault" attitude?
A: I think in many ways the technology lends itself to that: You've got a lot of anonymity, and you don't have people establishing limits. You see kids saying things they'd never say in person — the computer changes the interaction. I've met these kids in person, I've been out to dinner with them and they don't act at all the way they do on screen.

Q: Are virus writers hackers?
A: No. The virus writers are the bottom of the food chain. Real hackers have a systems skill set. Once you write a virus, it goes on without you. Hackers don't think that's cool; the whole thing with hacking is manipulating and controlling systems.

Q: Some virus writers claim they're actually helping the problem by doing cutting-edge research as they study how to write the programs. Is that true?
A: They think their work is new and high-end, but it's not. These programs really are simple. I can understand how they would believe that this is stretching the limits of research, but the reality is, they're reinventing the wheel. Virus writing doesn't require a very high level of skill. I think the media made it a little more acceptable to write viruses for a while, because they portrayed virus writers as really skilled.

Q: Do they ever admit they were wrong?
A: Generally, they're older, around 24 to 25, when they realize they shouldn't have done it. It used to happen at 20 to 22; it's getting older. Why, I don't know.

