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This document describes how to install Windows Server 2008 Server, make it a Domain Controller in a new Domain in a new Forest and build a simple Organizational Unit structure in a Windows Domain.  The intent is to provide a starting point for those unfamiliar with Windows Domains.  The assumption is that the Domain built using these instructions is a test environment that may be entirely in Virtual Machines running on an appropriately secured desktop computer (e.g. using Vista as the host OS and MS Virtual Server) behind a (designed for home or small business) router.

The second document in this series - WindowsServer2008ActiveDirectoryObjectSamples.docx – adds user accounts, computer accounts, groups and Group Policies to the domain to demonstrate some of the basic features or Active Directory and their uses.  That document also provides simple guidelines and rules to help keep the domain’s Active Directory well organized.

1. Windows Domain fundamentals

1.1. What a Domain is good for:
When there are more than a few computers and users in network (e.g. in an office, business, school etc.), managing security, folder and file access, computer configuration etc. gets messy because each computer is essentially independent of all the other computers.  Each computer has its own set of user accounts and its independent configuration.  There is no central management which means a lot of work for the support team and inconvenience for the users.

A Domain provides for a single set of user accounts that can be used on the member computers as well as ways of centralizing the management of access control and computer configuration.

As Windows and Active Directory has evolved through Windows Server 2000, Windows Server 2003 and now Windows Server 2008, tools (and wizards) have been added or enhanced to greatly simplify the initial definition of a Domain.  With Windows Server 2008, very little pre-requisite detailed knowledge and experience is required to get a Domain operational and to start making use of Active Directory benefits.  However, as with most complex things, using Active Directory to effectively manage a domain of any size is a non-trivial undertaking – knowledge and experience is necessary to use the tool most effectively.  This document is intended to provide a basic experience with Active Directory to get one started on the path to knowledge, but you must be prepared for a continuing learning experience.

There’s lots of additional information available about Active Directory at various web sites, for example - http://technet2.microsoft.com/windowsserver/en/technologies/featured/ad/default.mspx.

http://technet2.microsoft.com/WindowsServer/f/?en/library/1fb4ae7e-9b55-4230-b508-ed534c2868151033.mspx
1.2. What a Domain is
A Domain, in Microsoft Windows terms, is essentially, an instance of an Active Directory database, the computers that manage the content of that database, other computers, user and other objects that are known in that database.

The Active Directory database contains information used to manage security and configuration on the computers that have records in that database.  There are two basic classes of computers in a domain:

· Domain Controllers – these each have a local copy of the Active Directory database, the services needed to manage the content and the service used to manage the security and configuration of all the computers that are members of the Domain.

· Domain Members – all computers (servers or workstations) that run some edition of Windows and that are known in (have been “joined” to) the Domain’s database.

All of the Domain Controllers maintain their local copy of the Active Directory database and communicate amongst themselves to replicate changes so that all of the copies are kept up to date and (most of the time) identical
.  Replication of some types of changes is immediate, while other, less critical changes are collected and replicated as a group.  Even in a large domain with many domain controllers geographically dispersed, most changes are completely replicate to all the domain controllers in a few minutes.

1.3. Tools for managing Active Directory

The most commonly used tools and those discussed in this document are:

· Active Directory Users and Computers

· Group Policy Management Console

Both of these tools are included in Windows Server 2008 and are automatically added to Start, Administrative Tools when a computer is promoted to be a Domain Controller.  

Another tool discussed later is the Print Management Console, which is also included in Windows Server 2008.  A shortcut is created in Administrative Tools for this tool when the Print Server role is added.

1.4. Basic Active Directory database object types
The basic object types in an Active Directory (Domain database) are:

1.4.1. Organizational Unit (OU) – this is the fundamental container object type in a Domain.  Most other object types are defined in (are associated with) an Organisational Unit object.  Organizational Units can be arbitrarily nested, just as “folders” are nested in a Windows file system.

Although Active Directory allows an arbitrary tree structure of Organizational Units, as with other things, unless there is a logical and consistent structure, things will quickly become chaotic, leading to difficulties of understanding what is going on, where things are etc. 

An important factor in determining an Organizational Unit hierarchy is that Group Policies are applied at the Organizational Unit level and inherited downwards through the hierarchy of OUs. 

Although moving objects, including OUs, from one Organizational Unit to another is easy to do, the implications of doing so are not always obvious.  Therefore, it is important to start with an OU hierarchy that reflects how the Domain is going to be administered and Group Policies used.  The step by step instructions later in this document build a sample OU hierarchy that experience has shown to be a useful starting point.  The rational for starting out with this hierarchy is also explained.

1.4.2. User Account – All Windows computers have User Accounts and they serve essentially the same purposes in a Domain as in a standalone (workgroup) computer.  The major difference is that User Accounts defined in a Domain can be used to logon on to domain computers, get access to folders, files, printers etc. resident on any domain members (or Domain Controllers) – assuming permission has been granted  The password for Domain User accounts is stored in the Active Directory database, not on individual computers.  This centralization of user account and password definition/administration is one of the most significant benefits of the Domain concept.   Newer versions of Microsoft Exchange store (email) mailbox and related information in Active Directory instead of in a separate data store.  This integration is particularly advantageous as it eliminates duplicate maintenance of information about people for security and email as was required in the past.

1.4.3. Computer Accounts – Objects of this type represent computers (domain members or domain controller) that are known to the domain.  An action (loosely called “joining the domain”) must be taken on the member computer to establish the secure communication between the member computer and the Domain.  This process results in the exchange, between the member computer and the Domain, of identifiers (SIDs) and a secret (password) that are unique to the member computer.  Both the SID and the computer’s password are stored as attributes of the computer account and are used to establish a secure communication channel when the member computer starts or is re-connected to the network.  With this secure channel established, the member computer can use domain user accounts and groups to grant permission to logon (locally or remotely), access folders, files, printers etc.

1.4.4. Groups - used to simplify the administration associated with granting permissions to things in the domain (just as they are on standalone computers).  As with OUs, groups can be arbitrarily nested (with some restrictions).  This is a powerful feature for administering complex sets of permissions.  Groups can have user accounts, computer accounts or other groups as members.  As with OUs, a disciplined approach to group naming, membership and hierarchy is important to benefit from the use of groups.  Some suggestions and rational about this is provided in the companion document WindowsServer2008ActiveDirectoryObjectSamples.doc.  Newer versions of Microsoft Exchange store distribution lists as group objects in Active Directory. 

1.4.5. Group Policy Objects (GPO) – These objects are used to push computer and user configurations to computers.  Computer configuration settings are pushed to computers when the computer starts and approximately every 90 minutes thereafter.  User configuration settings are pushed to the user’s Windows Session when the user logs on at a domain computer (domain controller, workstation or server).  The number of individual settings that can be made has increased over time.  Currently, there are about 1,000 individual settings that can be applied to Vista and Windows Server 2008 computers automatically using Group Policy Objects.  These settings range from simple things such as removing the Shut down button from the Start Menu to quite complex things such as Windows Firewall configuration and exceptions.  There are three very important concepts to remember about Group Policy Objects:

GPOs are applied at the Organizational Unit level and are inherited from parent OUs to child OUs

Settings in GPOs are applied only to User Accounts or Computer Accounts within the OU (or child OUs) to which they are linked.  GPOs do not apply to Group objects and group membership has no affect in determining which GPOs apply to which User or Computer Accounts

Settings in the User Configuration part of a GPO apply only to User Accounts; settings in the Computer Configuration part of a GPO apply only to Computer Accounts.  Thus, applying a GPO with only Computer Configuration settings to OUs that only have User Accounts in them will do nothing to any computer that such user accounts actually log on to
.

2. Configure the router

Almost all “routers” designed for home or small business use are actually multifunction devices that usually incorporate all of  the following functions:

· Router – routes IP traffic from the local network to the outside network and vice versa as required.  For homes and small businesses, the “outside network” is usually the Internet Service Provider’s (ISP’s) network where it is routed to the Internet.

· Firewall – prevents incoming connections (e.g. from the Internet) to the computers on the local network.  Can usually be configured to allow selected incoming connections to designated computers, should that be desired.

· Network Address Translation (NAT) – IP addresses on the local network are usually in the “private network address” range.  This means that they are not globally (Internet) unique and can  not be used to access computers elsewhere on the Internet.  The NAT function changes the “source IP address” field in outgoing packets to that of the router itself.  When a response packet arrives, it changes the “destination IP address” to the local network IP address of the computer that the packet is intended for.  This allows computers on the local network to interact with other Internet connected computers (e.g. web sites, email servers etc.).
· Switch – the “router” usually has 4 or more local network connections and may have a Wireless Access Point.  The switch function sends packets from one connection to another when they are intended for another locally connected (or wireless connected) computer.

· DHCP client  - the router will normally acquire its IP configuration (IP address, subnet mask, default gateway and DNS server addresses) from the DHCP server hosted by the ISP, so it does not have to be manually configured 

· DHCP server - every computer or network device requires an IP address and other configuration information to be able to interact with other computers using the TCP/IP protocols.  The DHCP server provides a way for computer or network device (e.g. LAN connected printer) to obtain the TCP/IP configuration information automatically so that the user does not have to individually configure every connected device.

· DNS Forwarder - usually, the DHCP server function will send the router's IP address as the DNS server for connected computers.  When a connected computer sends a DNS name lookup request to the router, the router will forward this request to the DNS server it knows about - usually, the ISPs DNS server.  

· Wireless Access Point (“wireless routers” only) – a wireless “base station” that computers or devices that have a compatible wireless adapter can use to participate in the local network.

This combination of functions makes these “routers” ideal devices for small networks.  Typically, they can be used with the default (out of the box) configuration to quickly and easily connect computers in a small local network and provide Internet connectivity.  
“Routers” usually come with a built-in web site that can be accessed from any connected computer to change the default configuration should that be desirable.  Common uses of the configuration (administration) web site are to secure the Wireless Access Point and to limit the set of IP addresses handed out by the DHCP server. 
For a Windows Domain to function correctly, it is best (if not theoretically essential) for Domain Controllers to always use the same, fixed IP address.  It is essential that IP addresses on a network be unique, so to ensure that the fixed IP address assigned to a Domain Controller is not automatically assigned to some other computer/device by the DHCP server in the “router”, it is necessary to:

· Tell the “router” to not “hand out” any IP address in a certain range of available addresses

and

· Configure the Domain Controller computer with a unique IP address that outside the range of addresses “handed out” by the DHCP server.

The instructions below are how to configure the DHCP server to accomplish the first requirement (restrict the range of IP addresses handed out by the “router”) for a Microsoft MN-700 Wireless Router.  The exact steps for other makes and models will vary, but the concepts will be the same – consult the manual for your particular “router” for the details for your particular device.  If you don’t have the manual, most manufacturers make them available for download from their web site for free (usually without requiring “registration” either).
The second requirement is accomplished in section 2.14 of this document.

2.1. If you don’t know what the IP address of your “router” is:

2.1.1. Open a Command Prompt
2.1.2. Key the command  ipconfig and press Enter
2.1.3. The IP address shown for Default Gateway is the IP address of your “router
”

2.1.4. Make a note of the Default Gateway IP address (e.g. 192.168.2.1) and also the value shown for Subnet Mask (e.g. 255.255.255.0
) – you will need both of these later

2.2. Open Internet Explorer (or whatever web browser you prefer)

2.3. In the Address bar, key the IP address of your “router” (e.g. 192.168.2.1) and press Enter
2.4. You will most likely get prompted for a password.  If this is the first time you’ve interacted with the router’s administration web page, the password will be the factory supplied default – consult the router’s manual.  Usually, the default is something simple and “obvious” (e.g.  admin).  If the default password doesn’t work and you don’t know what the password is, most routers have a way to set them back to the factory default – consult the manual.  Be aware though, that resetting the router will also reset any security or other configuration, including the Wireless Access Point SSID and security key.
2.5. Click Local Area Network Settings (in the navigation pane at the left of the web page).  Here’s a sample of what this might look like:
[image: image1.png]Device name: MN-700

1P address: 192 168 .2 1
Subnet mask: 255 . 255 . 255 . 0
DHCP server: Enabled ~

DHCP starting address: 2
DHCP ending address: 10
Lease time for assigned 1P address: 15 minutes +

Local domain name (optional): discovery.sanderson





2.6. This particular router does not allow the Subnet mask: to be changed, but everything else can be.

The DHCP starting address: and DHCP ending address: items define the range of IP addresses that the DHCP server will “hand out” to requesting devices.  It only makes sense for the DHCP server to “hand out” addresses that are in the local subnet (defined by the Subnet mask: and IP address:), which is why the first three parts of these items are greyed out
.  

2.7. Change the DHCP ending address:  so that it is less than the maximum (I’ve chosen 110 in the above example), so there are some IP addresses in the subnet available to assign to your Domain Controller and other devices that require a fixed IP address.
2.8. Usually, the default value for DHCP starting address: is fine (e.g. 2).  The important thing is to define a range that has enough addresses for all the network connected computers and devices that will use DHCP for their IP configuration and still leave enough addresses for those that require static addresses
.  

2.9. Make a note of the DHCP starting address: and DHCP ending address: - you’ll need this information later.
2.10. Click Apply to save the changes and close the browser window.
3. Install Windows Server 2008 (in Virtual Machine)
In general, it is a good idea to keep data separate from the Operating System, installed applications etc.  This means having at least two partitions (either on a single disk or on separate disks).  Keeping data (e.g. file shares) in a separate partition simplifies:

· Backing up data

· Upgrading or re-installing the operating system

· Moving the data to a different computer

The instructions below assume that the Domain Controller is going to be in a Virtual Machine under Microsoft Virtual Server or Hyper-V and that the Virtual Machine has already been created and configured:

· At least 512 MB (preferably 1 GB or more) of memory

· The Hard Disk is a virtual hard drive at least 20 GB (empty) (preferably 40 GB or more)
· The CD/DVD is mapped to the DVD drive on the host computer

· The Network Adapter is connected to the host’s network adapter

With minor modifications, they also apply for use on a real hardware.  If you are not using a Virtual Machine:

· At step 3.9 select the partition you have chosen to install Windows Server 2008 into, or create a partition that is less than the full size of the disk so a partition for data can be created later – for example:
· Click Drive options (advanced)
· Click New
· Set the Size to at least 20000 MB (20 GB - preferably 40 GB or more)); click Apply
· Select the just created partition; click Next
· Ignore step 3.14
3.1. Put the Windows Server 2008 DVD into the DVD drive

3.2. Turn on the Virtual Machine (for a real machine installation, restart the computer and select to boot from the DVD drive)
3.3. (optional) Select English (Canada) for Time and currency format; click Next
3.4. Click Install Now
3.5. key
 the product key; click
 Next
3.6. select Windows Server 2008 Enterprise
 (Full Installation
); click Next

3.7. add check mark to the I accept… check box; click Next
3.8. click Custom (Advanced)
3.9. select Disk 0 Unallocated Space
; click Next; installation will start and will take a fairly long (usually more than 30 minutes) time before you can proceed to the next step 
3.10. click OK (respond to the message The user’s password must be changed before logging on the first time.); key (twice) the desired password for the local Administrator user account; press Enter or click the arrow to the right of the lower (password) text box; click OK
3.11. In Initial Configuration Tasks, click Set Time Zone
3.11.1. Click Change time zone…
3.11.2. Select the desired Time Zone; click OK; click OK

3.12. In Initial Configuration Tasks, click Configure Networking
3.12.1. Right click Local Area Connection, select Properties
3.12.2. Unless you are familiar with Internet Protocol Version 6  and specifically want to use it, remove the check mark from Internet Protocol Version 6 (TCP/IPv6) – this will avoid some possible confusion later
3.12.3. Select Internet Protocol Version 4 (TCP/IPv4
); click Properties
3.12.4. Select the Use the following IP address: radio button

3.12.5. Using the information noted in step 1.9, choose and key an IP address as well as the appropriate Subnet mask and Default gateway that is appropriate for your network (router) configuration.  The IP address must be one that:
· is not in the scope of the DHCP server’s dynamic address assignment range

· is not currently in use

· is in the same IP subnet as the host computer

For example:

IP address: 192.168.2.128
Subnet mask: 255.255.255.0

Default gateway: 192.168.2.1

3.12.6. key the IP address of the Default Gateway (the router) as the Preferred DNS server
: (e.g. 192.168.2.1)

3.12.7. click OK; click Close
3.12.8. close the Network Connections window

3.13. In Initial Configuration Tasks, click Provide computer name and domain
3.13.1. Click Change
3.13.2. In the Computer name: box, key the name you want this computer to have in its Domain Controller role
 (e.g. wsdc1)
3.13.3. Click OK
3.13.4. On the restart warning dialog box, click OK
3.13.5. Click Close; click Restart Now
3.14. Install
 the Virtual Machine Additions

3.14.1. Press the right Alt key(“Host key”)

3.14.2. Click Click here to start Virtual Machine Additions setup. – this is in the IE window for the VM Remote Control below the virtual machine’s display image

3.14.3. In the virtual machine’s display (i.e.  in the Virtual Machine Remote Connection Client window), click Run setup.exe in the AutoPlay dialog box

3.14.4. Click Next; click Finish
3.14.5. Click Yes (restart now)

3.14.6. After the restart, click in the Password box in the virtual machine’s display, press Alt+Del, key the Administrator’s password (see step 3.10)

3.15.  (optional) click Start, Control Panel, double click Personalization, click Display Settings, change the Resolution to 1024 by 768 pixels (or whatever you prefer); click OK; click Yes; close the Personalization window

3.16. (optional) click Enable automatic updating and feedback
3.16.1. Click Manually configure settings
3.16.2. In the Windows Automatic Updating frame, click Change Settings...
3.16.3. Select the Download updates but let me choose whether to install them
 radio button

3.16.4. Add check mark to Include recommended updates when downloading, installing, or notifying me about updates
3.16.5. Click OK
3.16.6. Click
 Close
3.16.7. Click Download and install updates
3.16.8. Click Check for updates

3.16.9. If there are updates
 available, install them (restart may be required)
3.16.10. Close the Windows Update window

4. Make this computer a Domain Controller

The Microsoft Active Directory provides for a hierarchy of Domains organized in a tree structure which is referred to as a Forest, which is useful in large environments.  For our simple environment, we will implement the degenerate case – a new (single) Domain in new (single) Forest.

Making a server a Domain Controller in Windows 2008 is a two step process.  First, you add the Active Directory Domain Services role which installs the necessary software.  Then you run the Active Directory Domain Services Installation wizard; the add ... role dialog provides a link to launch this.

Active Directory relies on the Domain Name System (DNS) which is the standard naming system in the Internet.  The required DNS service is installed automatically by the Active Directory Domain Services installation Wizard.  The Active Directory Domain Services Installation wizard creates a basic DNS service configuration with default settings that are perfectly adequate for our simple environment
.  
For various reasons (including, but not limited to security), it is common (but not necessary) to use a private DNS name space for Windows Server Domains.  This means that the names can not be resolved by the Internet’s (global) DNS servers.  Since we are building a Domain we don’t want outsiders to access and it is behind our (router’s) firewall, using a private DNS name space makes sense.  For technical reasons
, it is important to choose a Domain Name that has at least two parts separated by a “.”; for example: VirtDom1.Sanderson.

4.1. In Initial Configuration Tasks
, click Add Roles
4.2. (optional) add a check mark to the Skip this page by default) check box

4.3. Click Next
4.4. Add a check mark to Active Directory Domain Services; click Next
4.5. Click Next; click Install
4.6. In the Installation Results panel, click Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcpromo.exe). 

4.7. On the Active Directory Domain Services Installation Wizard panel, add a check mark to Use advanced mode installation; click Next
4.8. Read the Operating System Compatibility panel – depending on what OS your domain member computers will be using, you might need to adjust a setting – see also http://support.microsoft.com/?kbid=942564; click Next
4.9.  Select the Create a new domain in a new forest radio button; click Next
4.10. In the FQDN
 of the forest root domain: box, key the name you have chosen for this Domain (see the fourth  paragraph in the pre-amble to this section above) – e.g. VirtDom1.Sanderson; click Next
4.11. Accept the default for the NetBIOS name (e.g. VIRTDOM1); click Next
4.12. On the Set Forest Functional Level panel, select Windows Server 2008; click Next
4.13. On the Additional Options panel leave the check mark in DNS server; click Next
4.14. If you did not disable IPv6 or configure an IPv6 address (see the Comment for step 3.13), you will probably get a message box warning you about not having a static IP address for at least one network adapter.  Since we know we have configured a static IP address for IPv4, we have satisfied the “requirement”.  Click Yes
4.15. You will probably get a message box about not being able to create a “delegation for this DNS server”; click Yes

4.16. On the Location for Database, Log Files and SYSVOL panel, accept the defaults
; click Next
4.17. Key (twice) a password on the Active Directory Domain Services Restore Mode
 Administrative Password panel; click Next
4.18. On the Summary panel, click Next
4.19. Add a check mark to Reboot on completion
4.20. Take a break – this process can take a while
!
4.21. After the restart, give the virtual machine’s desktop focus and press Alt+Del

4.22. Observe that above the Password box, is domainname\Administrator (domainname is the NetBIOS name for the domain that you chose earlier - step 4.10 and 4.11) instead of the Computer Name as it did before adding the Active Directory Domain Services role.  Key the password that you supplied for the Administrator user account you supplied at step 2.10; press Enter
4.23. Wait until Initial Configuration Tasks completes updating its display (this can sometimes take a while).  Observe that “Active Directory Domain Services, DNS Server” shows to the right of “Roles” in the Customize This Server section.

4.24. Add check mark to Do not show this window at logon
; click Close.  Server Manager starts automatically.  Wait until Collecting Data... in the status bar (bottom of the Server Manager window) changes to “Last Refreshed...”.
4.25.  Verify all appears to be OK
4.25.1. In Server Manager, click View Network Connections
4.25.2. Right click Local Area Connection, select Properties
4.25.3. Select Internet Protocol Version 4 (TCP/IPv4); click Properties
4.25.4. Observe that the Preferred DNS server
: is 127.0.0.1, which is good

4.25.5. Click Cancel; click Cancel; close the Network Connections folder

4.25.6. In Server Manager, expand Diagnostics in the left pane, expand Event Viewer, Applications and Services (can take awhile to populate the list)

4.25.7. Click Directory Service
4.25.8. select the Event entry:
Source: ActiveDirectory_DomainService
Event ID: 1394
4.25.9. observe that “All problems preventing… have been cleared.  New updates…are succeeding.  The Net Logon service has restarted”.  This means the Directory Service (Active Directory) is working OK.

4.25.10. select the Event entry (this may not appear until after the next system restart):

Source: ActiveDirectory_DomainService
Event ID: 1869
4.25.11. observe that “Active Directory Services has located a global catalog…”.  This is also good – a Global Catalog is necessary.
4.25.12. There may also be a Warning Event entry:
Source: ActiveDirectory_DomainService
Event ID: 1844
This is a temporary condition and not anything to be concerned about.

4.26. Verify that the Active Directory Integrated DNS server to forward DNS requests for names outside the domain to the router (and thus to the ISP's DNS server).  Usually, you want computers in your domain to access things on the Internet and to do this they need to be able to resolve names (e.g. in a web URL) to IP addresses.  The DNS server that was installed when the computer was promoted to a Domain Controller needs to "forward" DNS name resolution requests for the Internet names to the router (and thus to your ISP's DNS server) because it does not store those (millions of) names locally.

4.26.1. In Server Manager, expand Roles, DNS Server, name of this computer (e.g. wsdc1)

4.26.2. right click name of this computer (e.g. wsdc1), select Properties
4.26.3. select the Forwarders tab

4.26.4. whatever IP addresses had previously been specified as the DNS server addresses (e.g. at step 3.12.6) should appear in the list under IP Address
5. Specify a reliable time source for the domain

In a domain, time synchronization is important for quite a few reasons, including:

· File and folder modification time stamps

· Scheduling of background tasks on various computers

· Kerberos authentication

The domain implementation automatically provides for time synchronization for all computers in the domain so they have a consistent understanding of the time of day.  The domain controllers establish a hierarchy of time servers with the one designated as the PDC emulator at the top of the hierarchy
.  Since we only have a single domain controller, it is by definition the PDC emulator. 

 When a computer joins the domain, it is automatically configured to synchronize its time of day clock with the time service on a domain controller. 

If you’re concerned that the time in the domain is accurate (most people are), you need to tell Domain Controller that is at the root of the time synchronization hierarchy (in this case, our one and only Domain Controller) where to get its time synchronization from.

5.1. Decide which time source
 you want to use.  Microsoft has one that is the default time source for Windows computers (time.windows.com) that are not in a domain.  Your ISP may have one you can use.  Most governments (at least in the “industrialized world”) have time servers that anyone can use, as do universities and other organizations.  I’ve chosen to use the time source with the DNS name time.nrc.ca (NRC – National Research Council – an agency of the Government of Canada).

5.2. Open a Command Prompt with Run as Administrator (right click on the Command Prompt shortcut, select Run as Administrator; click Continue)

5.3. Key the commands:

w32tm /config /manualpeerlist:time.nrc.ca /syncfromflags:manual /reliable:yes /update

w32tm /resync /rediscover

You should get Command completed successfully from each of these commands and an entry in the System Event Log with Source: Time-Service and Event ID: 35 saying that the time service is synchronizing time with the time source you specified with the /manualpeerlist parameter in the first command above..

For more information about the w32tm command, use the command w32tm /?.
6. (Optional) Some possibly useful User Interface customizations

Here are some user interface customizations that I find useful, but which are completely optional and don’t change Active Directory or Domain behaviour or capabilities.

In instructions that follow this section, I’ve assumed all of these customizations are in place.

6.1. Start Menu and Taskbar
6.1.1. Right click the Taskbar, select Properties
6.1.2. Select the Start Menu tab; click Customize
6.1.3. Make these changes:

6.1.3.1. Computer: Display as a menu
6.1.3.2. Control Panel: Display as a menu
6.1.3.3. Remove check mark from Default Programs
6.1.3.4. Documents: Don’t display this item
6.1.3.5. Remove check mark from Network
6.1.3.6. Printers: add check mark

6.1.3.7. Use large icons: remove check mark

6.1.3.8. Internet Link: add check mark

6.1.4. Click OK; click OK
6.2. Regional and Language settings

6.2.1. Click Start, Control Panel, Regional and Language Options
6.2.2. Click Customize this format…
6.2.3. Measurement System: US
6.2.4. Select the Date tab

6.2.5. In the Date formats frame, for Short Date select dd-MMM-yy
6.2.6. Click OK
6.2.7. Select the Keyboards and Languages tab

6.2.8. Click Change keyboards…
6.2.9. Select the Language Bar tab

6.2.10. In the Language Bar frame, select the Hidden radio button; click OK
6.2.11. Click Apply

6.2.12. Select the Administrative tab

6.2.13. Click Copy to reserved accounts…
6.2.14. Add check marks to both  check boxes; click OK; click OK
6.3. Explorer settings

6.3.1. Right click Start, select Explore
6.3.2. Click View, Status Bar (to get the Status bar at the bottom of the Explorer window)

6.3.3. Click View, Choose Details...
6.3.4. Remove check mark from Tags
6.3.5. Select Type; click Move Down (so it is below Size)
6.3.6. Click OK
6.3.7. In the right pane of Explorer, make the Name column larger; make the Date Modified column larger so the complete date and time are displayed

6.3.8. Click Tools, Folder Options
6.3.9. Select the View tab

6.3.9.1. Add check mark to Always show menus
6.3.9.2. Add check mark to Display the full path in the title bar (Classic folders only)
6.3.9.3. Under Hidden files and folders, select the Show hidden files and folders radio button
6.3.9.4. Remove the check mark from Hide extensions for known file types
6.3.9.5. Remove the check mark from Hide protected operating system files (Recommended); click Yes
6.3.9.6. Click Apply to Folders; click Yes
6.3.9.7. Click OK
6.4. Quick Launch bar

6.4.1. Click Start, right click Administrative Tools, select Explore
6.4.2. Hold down the Ctrl key and select:

· Active Directory Users and Computers

· Computer Management

· Group Policy Management

6.4.3. Using the right mouse button, drag and drop these items to the Quick Launch bar; select Create Shortcuts Here
6.4.4. Drag the top of the Taskbar upwards to make it two rows high

6.4.5. Right click in the Quick Launch Bar, select Open Folder
6.4.6. In the right pane, right click, select New, Shortcut
6.4.7. Key explorer /e,/n,c:\; press Enter
6.4.8. Key C; click Finish
6.4.9. Right click the just created shortcut, select Properties
6.4.10. Click Change Icon…
6.4.11. Click Browse, double click System32
6.4.12. In File name: key she; select shell32.dll; press Enter or click Open
6.4.13. Click the hard drive icon (top item in the third column); click OK; click OK
6.4.14. Click Start; right click Command Prompt, select Properties
6.4.15. Select the Options tab; add check mark to Quick Edit mode
6.4.16. Select the Layout tab; set:

In the Screen buffer size frame:

· Width: 120

· Height: 9999

In the Window size frame:

· Width: 120

· Height: 45

6.4.17. Click OK


6.4.18. Click Start; drag Command Prompt to the Quick Launch bar

6.5. Turn off the Internet Explorer Enhanced Security Configuration

6.5.1. In Server Manager (if it is not already open, click Server Manager in the Quick Launch bar), click Server Manager (root of the tree in the left pane); select Configure IE ESC (in the Security Information frame in the right pane)

6.5.2. Select both Off radio buttons

6.5.3. Click OK 

6.6. Add the Desktop Experience and Windows Server Backup 

6.6.1. In Server Manager (if it is not already open, click Server Manager in the Quick Launch bar), right click Server Manager (the root of the tree in the left pane) and select Add features
6.6.2. Add check mark to Desktop Experience 
6.6.3. Expand Remote Server Administration Tools
6.6.4. Expand Role Administration Tools, Add check mark to Print Services Tools
6.6.5. Add check mark to Windows Power Shell
6.6.6. Expand Windows Server Backup features
6.6.7. Add check mark to Windows Server Backup
6.6.8. click Next; click Install
6.6.9. Click Close; click Yes (restart)

6.7. After the restart, key the Administrator password; press Enter
6.8. On the Installation Results panel, click Close
7. Designing and building a basic Organizational Unit structure

When the first domain controller is built, a default set of objects, which includes some Organizational Units (OUs), user accounts, groups, Group Policy Objects and the domain controller’s computer account are created.  Although this makes it possible to start adding user and computer accounts right away, it is advisable to design and build an Organizational Unit hierarchy specifically for the objects you are going to create.

Although changing the OU structure can be done easily with the Active Directory Users and Computers tool, after you get a few hundred or thousand objects, re-organizing the structure can be turn into a big and possibly tricky, project.  So, it pays in the long term to think ahead.  Of course, if this is your first stab at Active Directory, you don’t have any experience on which to base a design, so you’ll need a place to start.

Generally speaking, it is a mistake to structure your OU hierarchy to reflect the current management structure of your organisation.  Such structures tend to change over time and anyway, the way computers and users are supported tends to run across organisational boundaries.  That is, in most organisations, IT support is provided to departments, divisions, work groups etc. from a more or less centralised set of people.  To work well, the Active Directory OU structure needs to reflect how that administration and support is delivered rather than how the reporting (management) structure is organised.

The structure suggested here is based on several years experience with Active Directory and the administrative problems that this particular structure tends to avoid.

Regardless of whether the structure presented here meets your needs or not, it is a good idea to create an Organizational Unit directly under the root of the domain to contain all of the objects you are going to create (with the exception of additional domain controllers).  This way, you can control/manage the delegation of security, apply GPOs etc. to your objects without disrupting the “built-in” objects required for Active Directory and the domain to function at all.  It also means you have complete control of the hierarchy and are not dependant on what Microsoft builds by default now or in the future.

In a small to medium sized domain (say one or few thousand users and computers), there is probably no need to delegate administration widely.  In a larger organisation (e.g. tens or hundreds of thousands of users and computers), administrative delegation will almost certainly be a reality and the second level in your part of the OU hierarchy may have divisional or departmental OUs.  The structure presented below assumes this subdivision is not necessary, but, with the single top level OU already in place, it will be a relatively simple operation to introduce a divisional level later should that be necessary.

If you haven’t already, now’s a good time to open the Active Directory Users and Computers tool and take a look around.  At this point, the only user account is the Administrator that was defined when Windows Server 2008 was installed and that was carried into Active Directory.  Logon with the Administrator’s credentials.

7.1. First look inside the domain’s Active Directory:

7.1.1. Click Start, Administrative Tools, Active Directory Users and Computers
7.1.2. Expand the domain entry so it looks something like this:
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7.1.3. Click Builtin in the left pane and see the set of default Security Groups that are mostly related to managing/administering this particular computer.

7.1.4. Click Users in the left pane and see the Administrator user account and the default set of groups that are related to managing/administering the domain.  Each of these groups have a specific set of rights and permissions associated with them, but, the distinctions won’t be important or make sense unless and until the domain and forest grows and you need to delegate particular administrative roles to different sets of people.  Since this document is all about a very simple situation, most of these will be ignored – you can find out more about them at http://technet2.microsoft.com/windowsserver/en/library/1631acad-ef34-4f77-9c2e-94a62f8846cf1033.mspx?mfr=true and other documentation.

7.1.5. Click View, Advanced Features – this is a toggle to turn on or off certain features in the tool. Click on it to turn it on and observe that you now have more items in the left pane, most of which will only be useful once you get to know more about Active Directory and explore some of the more advanced (interesting?) concepts and capabilities.

7.1.6. Click View, Users, Contacts, Groups and Computers as containers – another toggle – sometimes useful, but sometimes a nuisance.  When it is on, the User, Group and Computer objects show in the left pane when you expand an item there.  Experiment with it as you go through the steps below and decide for yourself if and when it’s useful.

7.1.7. Click View, Add/Remove columns – same concept as in Explorer.  Different object types have different sets of attributes and you can choose which ones you want to see in the right pane.

7.1.8. Take few minutes to see what kinds of Properties different objects have (e.g. click Builtin in the left pane, right click on one of the groups in the right pane, select Properties).  Some of the Properties are almost never touched, but some are extensively used (e.g. for group objects, Members and Members Of).

7.2. Build the OU hierarchy for your domain’s objects:

7.2.1. Right click on the domain item (e.g. VirtDom1.Sanderson in the image above), select New, Organizational Unit
7.2.2. Key the name you want for the top level Organizational Unit (e.g. Base Container).  You can use spaces and special characters.  You can change the name later without affecting anything very much unless you’ve created scripts or other automation that relies on this name – and advanced topic not covered here.

7.2.3. Notice the check box Protect container from accidental deletion.  This is a new feature in Windows Server 2008 Active Directory.  When this box is checked, which it is by default, you can’t move or delete the object (an OU in this case) without opening the Properties and removing the check mark.  This is quite useful because accidentally moving an object is quite easy in Active Directory Users and Computers, just like it is in Explorer.  I suggest leaving the check mark in this check box.

7.2.4. Click OK; notice that the new OU appears as the last item.  To get the list sorted alphabetically again select the parent object (e.g. VirtDom1.sanderson), click Action, Refresh.

7.2.5. Right click on the OU just added (e.g. Base Container), select New, Organizational Unit
7.2.6. Key Users as the name, click OK
7.2.7. Repeat the last two steps again to create two new OUs called Groups and Computers
Right click on each new OU, select Properties and key suitable text in the Description box (see below for examples)

7.2.8. Keep adding OUs to create the structure that looks like this:

 [image: image3.png]Fle Action Vew Hep

e 2E 40 XDz HELeErYas

(&) servers

(3] Workstations

= 2] Groups

(&) Active Directory Administration Groups
(51 Computer Admiristration Groups
51 Folder Security Groups

(&) staff Role Groups

(5] Special Users

2] Users.

(&) Administrators

(5] Normal Users

1 Buitin

(1 Computers

(& Domain Controllers

(1 ForeignsscurityPrincipals

0 Users

" Actve Dvectory Users and ComputersEwsdetvrtdorn sanderson] | Nme Tope Descrption
1 saved Queres = Computers Organzationa Unt Al member erver and worotation computer acourt
= 55 vitdom sanderson Slaops  organicatnalunt  Allrouss
5 Specil Users  Organicaional Uit User accounts for special purposes .9, servie accounts
B (& Computers 5 users Organizational Uit Allser accounts other than special




  
An explanation of what makes this structure a good place to start:

· As the number of objects increases, it is useful to know where things are without having to hunt all over.  Having a high level OU for each of the most common object types greatly assists in this objective.  Although Group Policy Objects are very useful and important things, they don’t appear anywhere in the Active Directory Users and Computers tool and there is no need to have a separate OU for GPOs.  In the Group Policy Management Console, there is already a “container” for all Group Policies in the domain.  Also, Group Policies show up automatically under the OU to which they are linked, which is the most useful way to view Group Policy Objects.

· The key to a good OU design is to structure it to keep administration, including application of Group Policies, as simple as possible.  Group Policy Objects apply to OUs, so it is important to keep the set of objects that are to get the same set of GPOs together in the same sub-hierarchy.  Usually, GPOs get applied to classes (categories, types) of things regardless of their physical location.  So, building the OU hierarchy by class of thing as opposed to physical location or the company (organisational) hierarchy makes managing the objects in the Domain easier.

· It is not unusual in an organisation of any size that different sets of people administer different types of things.  For example, the Help Desk may deal with creating and deleting user accounts, resetting passwords etc.  A different group of people install computers, re-image them, manage the software on them etc.  These different sets of people will need the appropriate rights and permissions on the objects they administer.  Permissions are applied at the OU level and inherited by the objects in them (including objects in child OUs).

· Computers, Groups and Users are the most common types of objects involved in day to day operation and management of the domain and its member computers so having separate containers for them high in the OU hierarchy makes sense.

· As more objects are added, you start to get differentiation of type or use (e.g. office workstations as opposed to cash register or factory floor workstations).  Child OUs can be easily added for these differentiated types as the need to manage them differently – apply different GPOs for example – becomes apparent.

This completes the building of the Domain’s OU structure.  See the next document in this series, WindowsServer2008ActiveDirectoryObjectSamples.docx, for information and instructions about using security delegation and Group Policies.
�Windows Server 2008 introduced the concept of “read only domain controllers”, which are useful in specific circumstances that are outside the scope of this document.  See Read-only Domain Controller (RODC) in �HYPERLINK "http://www.microsoft.com/windowsserver2008/evaluation/overview.mspx"�http://www.microsoft.com/windowsserver2008/evaluation/overview.mspx� for additional information.


�Using Security Filtering, you can prevent specific Group Policy Objects from being applied to members of a group, but there is no mechanism to force a GPO to be applied to members of a group.  There is more discussion and some examples about this in the companion document WindowsServer2008ActiveDirectoryObjectSamples.doc.


�There is one exception to this rule: if a GPO that enables “loopback process” is linked to an OU that contains a Computer Account, then User Configuration settings in GPOs that is also linked to the same OU (and thus “applies” to the computer account) will be applied to users that logon at that computer.  Additional explanation of how this works and an example are included in the companion document WindowsServer2008ActiveDirectoryObjectSamples.doc..


�The MN-700 chose 192.168.2.1 as its address.  Other routers may choose other addresses; for example, 192.168.1.1 is quite common.


�The Subnet Mask defines which part of the IP address is the subnet address and which part is the local address within that subnet.  A subnet mask of 255.255.255.0 means that the first three parts of the IP address (e.g. 192.168.2) comprise the subnet address and the fourth part is the local address, which can be between 1 and 254.  (0 and 255) are reserved for special meanings in the IP networking protocol).  Since the gateway (router) takes one of these addresses (1), there are 253 other IP addresses available in the local subnet (192.168.2.2 through 192.168.2.254).


�If you change any of the first three parts of the IP address: (currently 192, 168 and 2), the corresponding parts of the DHCP starting and ending addresses will change automatically.  However, if you change these values, your existing network connected devices and computers probably will not be able to interact over the network until they refresh their IP configuration from the DHCP server (e.g. after a restart) or their configuration is manually changed to match the new router configuration; I suggest leaving well enough alone unless you have a particular reason for changing them.


�In my home domain, I usually only use static addresses for domain controllers.  I know that many server administrators prefer to assign static addresses to all servers.  When a Windows computer (server or client) starts, it registers its name and IP address dynamically in the DNS server it is configured to use.  So, as long as one always refers to the server by its name, the DNS server will always give the correct IP address and the need for static addressing is reduced or eliminated.


�or configure the Virtual Machine so that the CD/DVD drive is mapped to the Windows Server 2008 .iso image file if you prefer


�If you are using Volume License media, you don’t get the dialog for the Product Key.


If you prefer, you can skip entering the Product Key on this panel and do it later via Control Panel, System.  You have 60 days to Activate Windows Server 2008 before it goes into Reduced Functionality Mode.


If you don’t want the server to attempt Activation automatically, remove the check mark from Automatically activate Windows when I’m online.  If you leave this check mark in place, Windows Server will attempt to Activate automatically in about 3 days.


�


�Select the OS entry for which you have a license (e.g. Standard, Enterprise or Datacenter).  Since we want the usual GUI interface etc. for our installation, do not select one of the Server Core entries.


�If you have the “without Hyper-V” media, that text will appear in each Operating System entry.


�If you chose not to supply a Product Key (step 3.5), you will need to add a check mark to I have selected the edition of Windows that I have purchased to get the Next button enabled.


�or select the partition you have chosen to install Windows Server 2008 into





�Observe that the time of day will change to reflect the Time Zone change.  You may need to change the time to reflect the current time of day where you are.


�If your router is IP version 6 capable, you should also configure Internet Protocol Version 6 (TCP/IPv6) with a static IP address.


�This is not strictly technically true, but for a simple environment, makes life simpler.


�This will be changed later by the Active Directory Domain Services Installation Wizard.  If you know there is a DNS server that resolves names of other computers in your environment, you might want to use that instead of or as well as, the one in your router – the default gateway.


�Changing the name of a Domain Controller is more complicated than changing the name of a workgroup or domain member computer, so choose a name you can live with in the long term.


�Skip this step if not installing in a Virtual Machine.   The instructions here assume you are using the VMRC that comes with Virtual Server 2005 R2 SP1 – if you are using a different tool, the instruction will be somewhat different..


�This option means you will be notified when new updates are available, but they won’t be automatically installed, avoiding potential disruption of whatever you are doing at the time.


�If you want to, you can change the Windows Error Reporting and Customer Experience Improvement Program settings, but I find the defaults satisfactory.


�There may or may not be updates available.  It would be a good idea to install any available “critical” updates at least if there are any.


�Some writers recommend implementing the DNS service before adding the Domain Controller role (see for example �HYPERLINK "http://www.serverwatch.com/tutorials/article.php/1474461"�http://www.serverwatch.com/tutorials/article.php/1474461�).  However, with Windows Server 2003 or Windows Server 2008 Server and a simple environment (e.g. single Domain and all Windows computers) allowing the Add Domain Controller Role wizard to create the DNS service configuration works just fine. 


�See �HYPERLINK "http://support.microsoft.com/kb/300684"�http://support.microsoft.com/kb/300684�, �HYPERLINK "http://support.microsoft.com/kb/909264"�http://support.microsoft.com/kb/909264� and http://support.microsoft.com/kb/285983.


�If you have already dismissed the Initial Configuration Tasks window, you can do this same operation from Server Manager.


�FQDN Fully Qualified Domain Name


�There is no “parent zone” in this situation and the problem described on this message box is not really a “problem” for our simple environment.


�In our Virtual Machine, we only have one partition, so we don’t really have another option.  For reliability and performance , particularly in larger environments, one would put at least some of these files in different partitions, preferably on separate hard disks (as explained on the panel).


�The Active Directory Restore Mode is used to restore an Active Directory from a backup.  Restoring Active Directory when there is only one Domain Controller and one Domain in a Forest is not particularly difficult.  There is quite a bit of Help available that does a reasonable job of describing how to restore Active Directory form backup.


�Took about 8 minutes in a Virtual Machine under Virtual Server on my desktop that has an Intel Pentium D 840.


�If this is NOT a virtual machine, press Ctrl+Alt+Del


�This "dismisses" the Initial Configuration Tasks window/feature so it won't show the again.  The Initial Configuration Tasks window has  a handy collection of links to task that are commonly done immediately after Windows Server setup is completed.  You can do all of the same tasks via Server Manager or other tools.


�This will be changed later by the Active Directory Domain Services Installation Wizard..


�This is the default, but it can be changed.  For more information about the Windows Time Service, see http://technet2.microsoft.com/windowsserver/en/library/a0fcd250-e5f7-41b3-b0e8-240f8236e2101033.mspx?mfr=true.


�See �HYPERLINK "http://ntp.isc.org/bin/view/Servers/WebHome"�http://ntp.isc.org/bin/view/Servers/WebHome�.  I suggest selecting a Secondary Server that is close to where you are.


�If you don’t click Apply, at step 4.2.13  you’ll get a warning about saving the settings before proceeding.


�Although this can be a useful security feature, it can also be a nuisance.  For example, the Group Policy Management Console uses some IE capabilities to display “reports”, so with IE ESC turn on, you get warning prompts when you use them.
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